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Cybercrime Challenges for Law Enforcement
on 14.05.2020 at 1430-1600 HRS (IST)

Global Centre for Counter Terrorism (GCCT), Sardar Patel University of Police,
Security and Criminal Justice is a State University, has been established by the
Government of Rajasthan to improve capacity building of various government
agencies in the fields of counter terrorism, counter insurgency, cyber security, border
security. The GCCT functions under the administrative jurisdiction of the

Department of Home, Government of Rajasthan.

Problem statement: The issues of cyber crimes, cyber security and cyber terrorism
are emerging as a big challenge for all stakeholders and law enforcement
professionals around the world during Covid-19. Cyberspace is not a fixed arena but
changes at a rapid pace. A computer’s increasing sophistication, in terms of power,
capacity and communication speed has offered multifarious opportunities to
multiple players including the criminals, law-breakers and terrorists. Therefore,
people should have confidence that their data will travel safely to their destination.
With the increasing use of the internet during lockdowns (Covid-19), dynamics of
cyberspace increases the criminal opportunity for motivated offenders. Cyber threats
are significant enough to become a national security priority. It is in this backdrop,
that the GCCT has decided to tackle this problem and organizing aWebinar for
capacity building of law enforcement senior officials and various stakeholders to

counter cyber security threats.



Goal: As stated above, the main objective of the Webinar is to discuss various
challenges and practical solutions for enhancing awareness and crime detections

skills in the field of cyber crime.

Target groups: In-service Law enforcement professionals and other stakeholders’
members or any other group nominated by the GCCT are the target group of this
Webinar. (Approx-50)

Methods: To improve the awareness among the above-mentioned groups, 90 min
Webinar (including 30 min Q&A) will lead to a better understanding of various

dimensions of cyber crimes, cyber security and cyber terrorism.

Outcome and Indicators: After completion of the Webinar, the outcome of the
eventwill enhance understanding of participants regarding phishing, malware and
ransomware, data privacy, online banking, applications of monetary transactions,
social media, cyber intelligence, use of cyberspace for terrorism, cyber crime

investigations etc.

Collaboration: The GCCT will collaborate with UNODC to allow the participants to

have an excellent exposure of the issues listed above.

Mode of operation: The GCCT will arrange, coordinate and execute the online

Webinar.
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